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Preface

The purpose of this document is to provide an administrator with instructions on how to configure their
Moodle site so it can be accessed by the Xerox® Connect App for Moodle. It is required that the reader of
this document be knowledgeable in Moodle site administration. Additionally, this document also provides
instructions on how to configure the Xerox® Connect App for Moodle to access the configured Moodle site.
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Moodle Site Configuration

This section describes the steps necessary to configure a Moodle site to work with the Xerox® Connect App
for Moodle. This document assumes that the Moodle site exists and is publicly accessible from a web
browser.

Login to Moodle site with Administrator Account

1. From a web browser, Open the URL to the Moodle site that is being configured (e.g.
https://xeroxdemo.moodlecloud.com).

2. Enter ausername and password that has Site Administration privileges.

My new Moodle site

admin

Cookies must be enabled in your
......... browser @

Remember username

3. Click the Log in button.
4. Upon successful login, the Moodle main screen will be displayed.

Access Site administration functions

1. From the Moodle main screen, click on Site Administration.

= USERS
H My new Moodle site ENGLISH (EN) ~ STORAGE L .

Available courses

O3 Private files
7= My courses

7 Introduction to Moodle

Teacher: Tee C Basic Algebra i
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2. From the Site Administration screen, click on the Plugins link.

Site administration
Site administration :]

a. This will display the Site Administration -> Plugins screen.

Site administration

Plugins

3. From the Site Administration -> Plugins screen, scroll to the bottom of the page to get to the Web
Services category.

a. In the Web Services category, click on the Overview link.

_ JEETEE

@ Moodle Docs for this page | Support Forums | MoodleCloud FAQ
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Web services configuration

The Web services overview page gives step-step-by step instructions on how to setup a new Web service for

Moodle.

My new Moodle site

Overview

The following steps help you to set up the Moodle web services to allow an extemal system to interact with Moodle. This includes setting up a
token (security key) authentication method

Step Status  Description

1Eos Ve Mot the soabied in Ady {foat

ENABLE WEB SERVICES

1. From Web services -> Overview screen, scroll to the “Users as clients with token” heading.

2. Click on step 1. Enable web services.

The fol
(security keys) authentication method. In this use case, the user will generate their token from the security keys page via their preferences page.

o set up the Moodle web service for users as clients. These steps also help to set up the recommended token

ing steps help yo

Step Status  Description
1.E Yes Web services must be enabled in Advanced features.
2 rest At least one protocol should be enabled. For security reasons, only protocols that are to be used should be enabled.

A service is a set of web service functions. You will allow users to access to a new service. On the Add service page

check ‘Enable’ and uncheck ‘Authorised users’ options. Select ‘No required capability’.

4.Ad Select required functions for the newly created service.

Users should have two capabilities - webservice:createtoken and a capability matching the protocols used, for
example webservice/restuse, webservice/soapiuse. To achieve this, create a web services role with the appropriate

capabilities allowed and assign it to the web services user as a system role.

o

Simulate external access to the service using the web service test client. Before doing 5o, log in as a user with the
oodle/webservice:createtoken capability and obtain the security k n) via the user's preferences page. Yo
will use this token in the test client. In the test client, also choose an en

led protocol with the token authentication.

WARNING: The functions that you test WILL BE EXECUTED for this user, so be careful what you choose to test!

3. From the Enable web services screen, make sure that Enable web services is set to Yes (checked).

a. Click the Save changes button.

My new Moodle site

Site administration

Search results

Enable web services

NVeb services enable other systems to log in to this Moodle and perform operations. For extra security this feature
should be disabled unless you are really using it

Blocks editing on

' & Portal
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4. Navigate back to the Web services -> Overview screen
a. Click on Site administration.

My new Moodle site

Heme =te a n tien (¥ earch

Site administration

b. Click on the Plugins link and scroll down to the Web services category.

Site administration

Site administration Use Cours Grades l:]

c. Click on the Overview link.

ENABLE PROTOCOLS

1. From Web services -> Overview screen, scroll to the “Users as clients with token” heading.
2. Click on step 2. Enable protocols.

The following steps help you to set up the Moodle web service for users as clients. These ste
(security keys) authentication method. In this use case, the user will generate their token fro

Step Status  Description

1.Enable  Yes Web services must be enabled in Advanced features.

At least one protocol should be enabled. For security reasons, only

3. Select A service is a set of web service functions. You will allow users to ad]
check ‘Enable’ and uncheck 'Authorised users’ options. Select ‘No n
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3. From the Manage protocols screen, make sure that the REST protocol is set to enable.
a. Do not change the enable values for the other protocols.
b. Click the Save changes button.

My new Moodle site

Manage protocols

Active web service protocols
Protocol Version Enable Settings
REST protocol 2018120300 @ «
SOAP protoco 2018120300 »
XML-RPC protoco 2018120300 L2

For security reasons, only protocols that are in use should be enabled.

A

Web services
documentation

Enable auto-generation of web services documentation. A user can access
s. It

to his own documentation on his security keys page Mo
displays the documentation for the enabled protocols only.

Save changes ‘

4. Navigate back to the Web services -> Overview screen by clicking on the Web services link.

My new Moodle site

)

Manage protocols

\
e o e e e b i
ACUVEe WeD service protocols
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External service setup

1. From Web services -> Overview screen, scroll to the “Users as clients with token” heading.

2. Click on step 3. Select a service.

with token

The following steps help you to set up the Moodle web service for users as clients. These steps also help to set up the recommended token
(security keys) authentication method. In this use case, the user will generate their token from the security keys page via their preferences page.

Step Status  Description
1.Enable Yes Web services must be enabled in Advanced features.
2.E rest At least one protocol should be enabled. For security reasons, only protocols that are to be used should be enabled
. A service is a set of web service functions. You will allow users to access to a new service. On the Add service page
check 'Enable’ and uncheck ‘Authorised users’ options. Select '‘No required capability’.
4.Add Select required functions for the newly created service.

Users should have two capabilities - webservice:createtoken and a capability matching the protocols used, for
example webservice/restuse, webservice/soapiuse. To achieve this, create a web services role with the appropriate
capabilities allowed and assign it to the web services user as a system role.

6. Test Simulate external access to the service using the web service test client. Before doing 5o, log in as  user with the

the moodle/webserviceicreatetoken capability and obtain the security key (token) via the user's preferences page. You

service will use this token in the test client. In the test client, also choose an enabled protocol with the token authentication.
WARNING: The functions that you test WILL BE EXECUTED for this user, so be careful what you choose to test!

ADD A SERVICE

1. From External services screen, click on the Add button.

My new Moodle site

External services

nfarmation

A service is a set of functions. A service can be accessed by all users or just specified users.

Built-in services
External service Plugin Functions Users Edit
Moodle mobile web service moodle Fu All users

Custom services
External service Delete Functions Users Edit

] 4m
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From External service screen, click on Show more... link.

My new Moodle site
B Site administration Plugins Web services / External services / External service

v External service

Name o
Short name

Enabled

‘ Authorised users only @
m Cancel

There are required fields in this form marked © .

Enter the values specified below for the following fields:

a. Name: Xerox Connector App for Moodle

b. Short Name: XeroxConnectApp

c. Enabled: Checked

d. Authorized users only: Unchecked

e. Can download files: Checked

f. Can upload files: Checked

Click on the Save changes button to move to the next step.

My new Moodle site

External service

v External service

Name o Xerox Connect App for Moc
Short name XeroxConnectApp
¥ Enabled
Authorised users only @
@ Can download files ! @
@ Can upload files ! @
Required (2] capability
capability
earc v

/=3 -

There are required fields in this form marked @ .

Administrator Guide
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ADD FUNCTIONS

1. From the External services -> Functions screen, click on the Add functions link.

My new Moodle site

Add functions to the service "Xerox Connect App for
Moodle"

This service has no functions.

2. From the Add functions screen, type “core_auth_req” to find the first function to added to the service.

My new Moodle site

Xerox Connect App for Moodle

v Add functions

Name 0 No selection

core_auth_reql v

core_auth_request_password_reset:Requests a password reset.
Add functions eI

There are required fields in this form marked @ .

Home / Site administration / Plugins Web services / External services / Functions / Add functions

3. Click on the search results, “core_auth_request_password_reset:Requests a password reset.”, to select

the function to be added.

My new Moodle site

Xerox Connect App for Moodle

v Add functions
Name (1]

core_auth_req| v

No suggestions

There are required fields in this form marked @ .

Home / Site administratio Plugins / Web services / External services / Functions / Add functions

Administrator Guide
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4.

R
a
b

o0 S o o o0

B

k.

Click the Add functions button to add the selected functions to the External service.

epeat step 3, to select the following list of additional functions:
. core_auth_request_password_reset
. core_course_get_contents

. core_course_get_enrolled_courses_by_timeline_classification

. core_enrol_get_enrolled_users

. core_enrol_get_users_courses
core_files_get_files

. core_files_upload

. core_user_add_user_private_files
core_webservice_get_site_info
mod_assign_get_submissions
mod_assign_get_assignments
mod_assign_save_submission

a. NOTE: All 12 functions must be selected and added to the External service for the Moodle site to be

configured properly.

My new Moodle site

Home / Site administration f Plugins / Web services / External services / Functions / Add functions

Xerox Connect App for Moodle
+ Add functions

Name o = core_auth_request password_reset:Requests a password reset.

= core_course_get_contents:Get course contents

= core_enrol_get_enrolled_users:Get enrolled users by course id.
= core_enrol_get_users_courses:Get the list of courses where a user is enrolled in
= core.fles_get_fils:browse moodie files

= core_user add user private files:Copy files from a draft area to users private files area.

= core_webservice_get_site_info:Return some site info / user info / list web service functions

= mod_assign_get_assignments:Returns the courses and assignments for the users capability

= mod_assign_get submissions:Retums the submissions for assignments

Search v

» Add fun

There are required fields in this form marked @ .

Administrator Guide
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6. From the Functions screen, navigate to the Site administration screen by clicking on the Site
administration link.

My new Moodle site

Required capabilities Edit

moodle/course:update. moodle/courseviewhiddencourses

Role setup

1. From Site administration screen, click on the Users tab.
2. Click on the Define roles link in the Permissions category.

My new Moodle site

Site administration

Administrator Guide



ADD A ROLE

1.

2.

From the Define roles screen, click on the Add a new role button.

My new Moodle site

Manzge roles  Allo

Role Description Short name  Edit
Managers can access course and modify them, they usually do not participate in courses.  manager v @
o
Co Course creators can crezate new courses. coursecrestor A b R

Teachers can do anything within a course, including changing the activities and grading editingteacher 4 b &

Students,
Non-editing teachers can teach in courses and grade students, but may not alter teacher L
activities. o
Students generally have fewer privileges within 2 course, student L)
Guests have minimal privileges and usually can not enter text anywhere. guest L -
All logged in users in the frontpage course. frontpage L -
o
All logg user + &

My new Moodle site

Adding a new role

v Defaults
Use role or archetype No role : ‘
Other
Use role preset Mo rele
Role
Manager

ipport Forums | MoodleCloud FAQ

YPE: Student

YPE: Guast The Admin (Log out)

Administrator Guide
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3. Click on the Continue button

My new Moodle site

Adding a new role

Use role or archetype

userole prese Choose a file..

~

You can drag and drop files here to add them

» conee

4. Fillin the following fields with the values defined below.
a. Short name: wsuser
b. Custom full name: Authenticated Web service user
c. Custom description: Same role as Authenticated user with the addition of specific web service
capabilities.
d. Content types where this role may be assigned: System — Checked

My new Moodle site

Adding a new role

5. Scroll to the Capability heading of the Adding a new role screen.
a. In the Filter text box, type “web”. This will display a subset of the capabilities.
b. Set the permission to “Allow” for Create a web service token
c. Set the permission to “Allow” for Use REST protocol

Administrator Guide



6. Click on the Create this role button to complete role creation.

The permissions highlighted in the table below

re the defaults for the role archetype currently selected above.

Cancel

Filter
Capability Risks
System
- ~ o
Notset Allow Prevent Prohibit
tA0 ! A
Not set Prevent Prohibit
ser C ' o
A
managealitokens Notset Allow Prevent Prohibit
Web service: REST protocol
Notset Allow Prevent Prohibit ‘ ‘
Notset Allow Prevent Prohibit
Web service: XML-RPC protocol
webservice/xmirpcuse Notset Allow Prevent Prohibit
Repository: WebDAV repository
View WebDav repository ®
Notset Allow Prevent Prohibit

7. Navigate to the Users Permissions screen by clicking on the Permissions link.

My new Moodle site

1t

Manage roles Allow role assignments Allow

Viewing the definition of role 'Authenticated Web service user'e

Custom description @
Role archetype ©

Context types where this role
may be assigned

Allow role assignments None

Edit Reset Export List all roles
Short name @ wsuser
Custom full name @ Authenticated Web service user

ARCHETYPE: Authenticated user

Same role as authenticated user with the addition of specific web service capabilities.
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SET NEW ROLE AS DEFAULT

1.

Change the Default role for all users to Authenticated Web service user (wsuser)

My new M

oodle site

Categary: Administration / Users / Permissions

Role for visars | ¢, oct (guest) # | Default: Guest (guest)

Users who are not logged in to the site will be treated as if they have this role granted to them at the site
context. Guest is almost always what you want here, but you might want to create roles that are less or
more restrictive, Things like creating posts still require the user to log in properiy.

Role for guest Guest [guest) ¢ | Default: Guest (guest)

This role is automatically assigned to the guest user. It is also tempeorarily assigned to not enrolled users
that enter the course via guest enrolment plugin.

Authenticated user (user) ¢ | Default: Aut!

ited user (user)

Default role for all users

of the role you specify nere, at the site level, in ADDITION
& default s the Authenticated user role. Note that this will

Creators’ role in new courses Teacher (editingteachen) s

If the user does not already have the permission to manage the new course, the user is automatically
enrolled using this role.

Restorers’ role in courses

Teacher (editingteacher) $

If the user does not already have the permission 1o manage the newy restored course, the user is

Scroll to the bottom of the Users Permissions screen and click on the

Save changes button.

Navigate to the Users screen by clicking on the Users link.

My new Moodle site
t*

Changes saved X

Category: Administration / Users / Permissions

Role for visitors

Guest (guest) ¢ D

Users who are not logged in to the site will be at the site
[< Gue: ys what you wan!

more restricti

ted 3s 1 they have this role grant

e, but you might want to create roles that are less o

s almost
hings like creating posts still require the user to log in properly

Role for guest

Guest (guest) ¢ | D

This role is automatically assigned to the guest user. It s also temporarily assigned to not enrolled users
that enter the course via guest enrolment plugin

Default role for all users

Authenticated Web service user (wsuser) ¢ De

at the site level, in ADDITION
ser role. Note that this w
res that all us

All logged in users will be given the capabilities of the role you specify h:
to any other roles they may have been given. The default is the Aut
not confl hibit capabilities, it

capabi

t are not assignable (eg post blog entries, manage own calendar, etc;
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External Service User

1. Click on the Category: Accounts link.

My new Moodle site

Category: Administration / Users

frosery pccors |

CREATE A NEW USER

1. Click on the Add new user link.

My new Moodle site

Category: Administration / Users / Accounts

oo ]

2. Fillin the following fields with the values defined below.
a. Username: wsuser
b. Choose an authentication method: Manual accounts
c. Suspended account: Unchecked
d. Generate password and notify user: Unchecked
e. New password: <Enter the password you want for this account>
f. Force password change: Unchecked
g. First name: Xerox
h. Surname: WebService
i. Email address: <Enter the email address you want for this account>
j. Email display: Hide my email address from non-privileged users

Administrator Guide



¥ General

Username

Choose an
authentication
method

New password

First name

Sumame

Email address

Email display

@

Q

My new Moodle site

Xeroxws

Manual accounts ¢

Suspended account @

Generate password and notify user

Force password change @

Xerox

WebService

webservice@xerox.com

Hide my email address from non-privileged users

3. Scroll to the bottom of the Add a new user screen and click the Creat:

e user button.

Picture description

» Interests

» Additional names

Image files used on the web gi jpe jpeg jpg png svg svgz

Cancel

There are required fields in this form marked @
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4. Navigate to the Site administration -> Users screen by clicking the Users link.

My new Moodle site

*

5 Users
¥ New filter
User full name " -
contains s
Add filter
First name /
Surname Email address City/town Country Lastaccess Edit
Cee Caa -test.OB@gmail.ccm United 104 days 3 0@
States hours &
-test,OZ@g'nail.ccm United 9 days 22 @
States hours o
Tee Cee -test.Of.@gmailAcom United 9 days 22 s I
States hours o
The Adm <5t 05@gmail.com United 1sec &
States
webservice@xerox.com United Never 0 ®
States &

Add a new user

ASSIGN SYSTEM ROLE

1. Click on the Category: Permissions link.

My new Moodle site

Category: Administration / Users

[ P | o

2. Click on the Assign system roles link.

are viewing. Note also that Gravatar has|
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From the Assign roles in System screen, click on the Authenticated Web service user role.

My new Moodle site

Assign roles in Systeme

WARNING! Any roles you assign from this page will apply to the assigned users throughout the entire system, including the front page and all the courses. X

Please choose a role to ass| gn
Users.
Role Description with role
0
0
iser with the addition of 0

e Same role as autt
specific web serv

Type “Xerox” into the Search text box under the list of Potential users.

My new Moodle site

1 Any roles you assign from this page will apply to the assigned users throughout the entire system, including the front page and al the courses.

Existing users Potential users.

None

Potential u

5. From the filtered list of Potential users, select the Xerox WebService user.
a. Click the Add button to add the Xerox WebService user to the list of existing users.

My new Moodle site

role ‘Authenti

1y roles you assign from this page will apply to the assigned users throughout the entire system, including the front page and all the courses.

Existing users Potential users

Potent atching ‘Xerox' (1)

Search Xeros Clear
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6. With the Xerox WebService user assigned to the Authenticated Web service user role, click the Back to

the list of all roles link.

My new Moodle site

ut the entire system, including the front page and al the courses.

Existing users Potential users

Existing users (1) No users match “Xerox

7. The Assign roles in System screen should show 1 user, Xerox WebService, with the Authenticated Web

service user role.

a. Navigate to the Site administration screen by clicking on the Site administration link.

My new Moodle site

s page will apply to the assigned users throughout the entire system, including the front page and all the courses.

Role Description Users with role

GENERATE WEB SERVICE TOKEN

1. From the Site administration screen, click on the Plugins link.

Site administration

Site administration l:]
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2. From the Site Administration -> Plugins screen, scroll to the bottom of the page to get to the Web
Services category.

a. In the Web Services category, click on the Manage tokens link.

P [eroe ]

© Moodle Docs for this page | Support Forums | MoodleCloud FAQ

3. Click in the Search box for the User field and type “Xerox” and select the Xerox WebService user.

My new Moodle site

Create token

There are required fields in this form marked @

4. Click on the Service pull down menu and select the Service Xerox Connect App for Moodle.

My new Moodle site

Create token

~ Token
u: o
v
S¢ o
1P restr
aic un 8 ag
-a. ids in this f marked @

5. To create a Xerox Connect App for Moodle Service token for the Xerox WebService user, click the Save
changes button.

My new Moodle site

Create token
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Select and copy the text for the Token created for the Xerox Connect App for Moodle service. The

Token will be used to test the service.

My new Moodle site

Manage tokens

oken can be deleted, though you can only view tokens tha
P Valid
Token First Service  restriction until  Creator  Operation

moodle/c ail, moodle/user:update,
mood roups,

mood rticipants, mod/assign:view,
mod,

\

To navigate to the Site administration screen, click the Site administration link.

My new Moodle site

Home _ Plugins Neb services Manage tokens
Manage tokens

ou can only view tokens that you created.

Any token can be deleted, though ¥

First name f Surname

Token
Te5a6455d1058ee05d002bdede2fie14 erox WebService
LA it

Test configuration

1. Tonavigate to the Site administration -> Development screen, click the Development link.

My new Moodle site
Site administration

Site administration

Administrator Guide
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3.

4,

2.

Click the Web service test client link.

My new Moodle site

Site administration

Development

Change the value of Authentication method to token.

My new Moodle site

Site administration / Development

Neb service test client

test client executes the functions for REAL. Do not test functions that you don't know.
tions are t Implemented o ent,
er cannot acce: & functions,

U G some functions that you didn’
essages set the cebugging to NORMAL: Show errors, warnings and notices |

ce test client

Authentication method simple «

Frotoce [l otoco! ¢
Function

core_course._

Change the value of Protocol to REST protocol.

My new Moodle site

Site administration / Development

Web service test client

that you don't know

inctions that you didn't allow
to NORMAL: Show errors, warnings and notices into

Authentication method

Protoco

Administrator Guide
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My new Moodle site

H Site administration / Development

Web service test client

* In order t ta
* To see clearer error messages set t

vice test client

Authentication method

piatoe T
rotocol REST protocol

core_webservice_get site_info

6. Click the Select button.

Change the value of Function to core_webservice_get_site_info.

My new Moodle site

Site administration / Development

Web service test client

ce test client executes the functions for REAL. Do not test functions that you don't know.
service functions are not yet implemented into the test client

at a user cannot access some functions, you can test some functions that you didn't allow
* To see clearer error messages set the debugging to NORMAL: Show errors, warnings and notices into De

* The web sen

ervice test client

Authentication method token ¢

Protoco! REST protocol ¢

core_webservice_get site_info ¢

7. Paste the value of the token, generated for the Xerox WebService user, into the token field.

a. Click the Execute button to run the test.

My new Moodle site

Home / Site administration / Development eb service test client / core_webservice_get site_info

REST protocol: core_webservice_get_site_info

token 7 1088e€05000:

e

Administrator Guide
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8. The screen below indicates a successful test.

a. If the test is unsuccessful, go back and check to make sure that all of the steps to configure the
Moodle site have been followed correctly.

My new Moodle site

Site administration / Developmer core_w
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Xerox® Connect App configuration

This section describes the steps necessary to configure the Xerox® Connect App for Moodle to work with the
Moodle site configured in the previous section.

Login to Xerox App Gallery

1.
2.
3.

4,

Open the URL https://appgallery.services.xerox.com in a web browser.
You will be prompted to Login to your account.
If you have an Account, enter your email address and password. Then click Login.

Forgot Password?
Create Account

If you don’t have an Account, click on Create Account
a. Enter all required fields

Create Account

Email

Confirm Email

Password

Confirm Password

Passwords must be 8 characters minimum and contain at
least three of the following: uppercase letters, lowercase
letters, numbers, and symbols.

Name

Company

Country

Preferred Language l English

Payment Currency I US Dollar

[ 1agree to the Terms of Use

D | agree to the Data Administration Terms of
Use

protectedbyreCAPTCHA. [ ]
ey -Tems K

Administrator Guide
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Find the Connect for Moodle App

1. From the All Apps tab, type “Moodle” into the search field

All Apps My Apps Devices Accounts

Print and Scan Using OneDrive

Blusiness

xerox  App Gallery Toy © @

Open the Connect for Moodle App

1. Click on the Connect for Moodle app icon
a. This will open the App Details screen

Xerox: App Gallery

All Apps My Apps Devices Tony @ @
| Moodle| X I
Education

Connect for Moodle
Xerox

tnoodle 7

Open the App Configuration screen

1. Click on Requires Configuration
a. This will open the App Configuration screen

Xerox: App Gallery

All Apps My Apps Devices Tony © @

All Apps / Connect for Moodle

Connect for Moodle
Xerox

fnoodle Version: 0.0.2

Published: 5/3/2019

Select Option

= —

Administrator Guide
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Configure the App

1. Enter the proper values for all required fields

Configure App

This app requires custom configuration settings. You may
customize your settings here before installing the app onto your
devices. Any unmodified felds will use the defauit settings
provided by the developer.

Moodle Server URL *

Moodle Service Short Name *

Moodle Web Token *

Enable Print Feature *

Yes

SNMP String *
public

a. Moodle Server URL

+ This is the URL for the Moodle site, configured in Section 1. (e.g.
https://xeroxdemo.moodlecloud.com)

b. Moodle Service Short Name
+ This is the “Short Name” for the External Service created in Section 1. (e.g. XeroxCKApp)
¢. Moodle Web Token
» Thisis the “Token” generated for the Service User created in Section 1.
d. Enable Print Feature
* When the value is set to ‘Yes’, the Printing feature of the app is enabled.
* When the value is set to ‘No’, the Printing feature for the app is disabled.
e. SNMP String

* This is the SNMP public community string for the devices upon which the App is being installed.
(e.g. public)

2. Click OK to save the App Configuration
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