ReadMe for Xerox® WorkCentre® 7120/7125
Firmware 71.24.23

Release Date: June 26, 2018 dc18rn3787

Software Release Details

Component Version
System Software 71.24.23
Controller 1.211.129
10T 5.12.0
DADF 12.3.0
Fax 1.1.12
A Finisher 15.2.0
SB Finisher 7.2.0
Link to Software 7120/7125

|. Fixes/Features new in this release

e Fixed Cirrato authentication with TWN4 MIFARE NFC-p USB card reader fails on the WC7120/25 after an
indeterminate amount of time.

Il. Installation Notes

Install instructions are included in the zip file containing firmware. Unzip and download before attempting to install the
firmware

CAUTION: WHEN CHANGING ENCRYPTION THE FOLLOWING HARD DRIVE CONTENT WILL BE ERASED:

e User download fonts e Job Flow Sheets

e SMB Folder data e JobLog

e Scan Job Template e ErrorLog

e Mailbox folder content for e Audit Log
Scan/Fax/Print

e  Spooling print data area e Device Certificate data

e  Temporary data area for e Address Book**

Copy/Scan Service

**To avoid losing Address book content, ensure that address book is exported from the device prior to upgrade and
then imported back on to the device after the upgrade is complete.

CAUTION: WHEN MANAGING CERTIFICATES:
If the certificate currently being used for SSL is deleted, the device will no longer allow access into Prop

erties>Security>Certificate Management. The install Wizard Tool must be used to recover.
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http://www.support.xerox.com/support/workcentre-7120/file-download/enus.html?contentId=115715

lll. Fixes / Features from previous releases

e SFR: Support SHA256 and 2048 Bit Certificates key lengths.

e SSLv3.0 Poodle Vulnerability (CVE-2014-3566). SSLv3 supports an older encryption method that is no
longer considered secure, and is no longer viable for protecting sensitive data in transmission over
networks. This could allow a Man-in-The-Middle (MiTM) attack where a person on the network can force a
“downgrade” of the session between a client and server to use SSLv3 instead of a more secure protocol
such as TLS.
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