Customer Release Notes
WorkCentre 4265
Firmware 50.004.00.000

Release Date: May 4, 2018 dc18rn3772

Software Release Details

Component Version
System 50.004.00.000
MCB 2.50.04.00
Engine(IOT) 3.00.26
Network 4.00.95.00

|. Fixes/Features new in this release

e Work Flow Scanning - Templates on local user interface will only display 100 templates

e The 3DES encryption protocol has been removed, which removes the possibility of the vulnerability known
as Sweet32 (CVE 2016-2183) from being exploited.

e TLSvl.1 and 1.2 are now enabled on this device. SSLv3 and below are no longer supported on this device,
and all references to SSL have been removed. If you would like to enable TLSv1.0, you now have to
explicitly select it.

e Fixed an issue was discovered in the IPv6 protocol specification, related to ICMP Packet Too Big (PTB)
messages. Systems can be subject to DoS attacks as a result of the generation of IPv6 atomic fragments.
e Fixed multiple Liptiff issues related to buffer overflows.CVE-2016-9534

Updated OpenSSL to fix multiple memory leaks.CVE-2016-6304
. Installatlon Notes

The Software Upgrade file (Firmware file) is obtained from the Xerox web site:
http://www.support.xerox.com

- In “Enter product name or number” enter 4265

- Select Workcentre 4265

- Select “Drivers and Downloads”

- In the "Refine Results” box on the left

- Select Firmware.

- Select Accept for the EULA.

For details on how to upgrade your device, please see the Installation Guide
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