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Release Date: August 16, 2016                                                                                                        dc16rn03511 

Software Release Details 

 

 

Purpose 

This firmware release contains fixes and features added since version 52.004.26.000 such as 
the following as well as many others:  

 Security Fix for TCP Sequence Vulnerability in VxWorks (CVE 2015-3963).  

 Mitigation of the POODLE (CVE-2014-3566). Changes default of SSL to off and use TLS only. The "TLS 
Only" or "Only TLS" checkbox will be enabled by default and will support TLS versions 1.2, 1.1 and 1.0. 
When choosing the "TLS Only" or "Only TLS" checkbox, all SSL only connections will no longer work. If 
“TLS Only” or “Only TLS” is unchecked, the device will use SSL (v1 or v2) and TLS (all versions) 
simultaneously if needed. 

 Security enhancements such as controlling machine access with IP Filtering, ability to require 
Admin credentials to print the configuration report, ability to restrict device web page access to 
admins only, ability to enable or disable the printing of configuration sheets at power on. 

 Scan to email fails constantly on SMTP-Server: auth-smtp.nebula.fi  

 DHCP Leasing behavior incorrect  

 

Software Release Details  

Software is available from  

http://www.support.xerox.com/support/workcentre-3315-3325/downloads  

 

 

 

 

System Software WorkCentre 3315 

Firmware 52.006.00.000 

MCB 2.50.06.00 

Engine (IOT) 1.00.34 

Network 4.04.00.09 

Customer Release Notes 

WorkCentre® 3315 

Software Release 52.006.00.000 

 

 

http://www.support.xerox.com/support/workcentre-3315-3325/file-download/enus.html?operatingSystem=win7x64&fileLanguage=en&contentId=127330&from=downloads&viewArchived=false
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For details on how to upgrade your device, please see the System Administrator Guide 
© 2016 Xerox Corporation. All Rights Reserved. Xerox®, Xerox and Design®, and WorkCentre® are trademarks of Xerox Corporation in the United 
States and/or other countries. 
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