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Software Release Details
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Im portant
Once this digitally signed release is installed, the machine CANNOT be downgraded to a non-digitally signed
release. Releases less than v20.105.01.004 are NOT digitally signed.

Caution
The Machine Self Signed Digital Certificate minimum key size has increased to 1024 bit. If at the time of
installing this release the device’s Self Signed Digital Certificate key size is less than 1024 bit the admin may
have to use a browser other than Microsoft® Internet Explorer® to access the device’s CWIS page in order to
create a Self-Signed Digital Certificate that is at least 1024 bit. Due to a Microsoft® Windows® security
update Microsoft Internet Explorer may not open https pages with a digital certificate of less than 1024 bits.

Purpose

This firmware release contains fixes and features added since version 20.105.01.010 such as the following as well as
many others:

e Security - Fix Sweet32 vulnerability due to the presence of IDEA cipher in TLS1.0 and in TLS1.1

e  Security - Fix SSL/TLS Security Alignment vulnerability

Installation Instructions

The Software Upgrade file (Firmware file) is obtained from the Xerox web site:
http://www.support.xerox.com

- In “Enter product name or number” enter 3635

- Select Phaser 3635

- Select “Drivers and Downloads”

- In the "Refine Results” box on the left

- Select Firmware.

- Select Accept for the EULA.

For details on how to upgrade your device, please see the Installation Guide
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