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Overview

Application, device, and network errors can occur in a variety of situations. This guide includes
some of the common issues and Frequently Asked Questions that pertain to SMARTsend, Xerox
Multifunction Devices, and related networking issues that have been added or updated after the
release of SMARTsend 2.1

This guide should be used in addition to the SMARTsend Installation and Administration Guide
and User Guide that is installed with the application.

Troubleshooting a Problem

When a problem persists, document the error messages and gather information to define the
problem. The following problem-solving procedures are recommended:

e Accurately define the problem. When, where, and how does the problem occur?

o Reproduce the problem. Can the problem be reproduced consistently or is it an intermittent
problem?

e Ask other users if they have encountered the problem, and keep a log to track problem
occurrences.

o Examine the data for trends and the common attributes that may be related to the problem.
For example, does the problem occur only with a specific multifunction device or on a specific
workstation or network configuration?

e Review the product documentation, including the README files and problem solving topics,
to see if any similar problems are documented.

If a cause and solution to the problem cannot be identified, call Xerox Customer Support to report
the error information. Provide the support representative with the documentation that you have
gathered to define the problem. Be sure to have your product Serial Number available at the time
you place the call. See Customer Support on page 1-7 of the Installation and Administration
Guide for additional information.

Additional Information
Xerox Customer Service welcomes feedback on all documentation - send feedback via e-mail to:
USA.DSSC.Doc.Feedback@mc.usa.xerox.com.

You can reach Xerox Customer Support at 1-800-821-2797 (USA),
TTY 1-800-855-2880, 1-800-939-3769 (CANADA) or at http://www.xerox.com.

Other Tips about Xerox multifunction devices are available at the following URL:
http://www.xerox.com/DocumentCentreFamily/Tips.
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Frequently Asked Questions

Why do | get a web proxy network error?
WindowsXP needs to configure its firewall for SMARTsend to be able to launch. If the firewall
has not been configured to allow http and https to have access, you'll get a message similar

to the one shown below in Figure 1when launching SMARTsend after it has been installed on
the Windows XP.

2 Network Error, - Microsoft Internet Explorer,

File Edit Wiew Favortes Tools Help

@Back M J @ @ \_;j psaarch \j\?Favorltes @ D}jﬁv :\?,. J ﬂ .'3

Address @ http:f{dspS.na.xde3. xerox, orgfsmartsend V| Go Links *

XEROX. Corporate Web Proxy

Problem Report

Message ID

Problem Description A communication error occurred: "Operation timed out”
The Web server may be down.

The Web server may be too busy.

The Web server may be experiencing other problems, preventing it from responding to clients
The communication path may be experiencing problems.

Possible Solution Try connecting to this server later.

For Assistance If the problem persists, contact the administrator of the remote Web server.

Notice All usage is logged and monitored.

&] Dane  Internet

Figure 1

Solution: Configure the XP server by (refer figure below):
1. Select “Windows Firewall” from Control Panel.
2. Select “Advanced” Tab
3. Select “Settings” in the “Network Connection Settings” group, to add the exceptions for
an individual connection
4. Select the “Services” tab from the resultant “Advanced Settings” windows

5. Check “Web Server (HTTP)” and Secure Server (HTTPS)” on the firewall. From Windows
Firewall/Advanced



vy Start

B Control P

General | Exceptions | Advanced

Metwork, Connection 5 ettings Advanced Settings

“windows Firewall is enabled for the connections selg
exceptions for an individual connection, select it, ar

Local Area Connection

Security Logging

“You can create a log file for troubleshooting purpose:

ICMP

‘with Interet Contral Message Protocal [ICMP), the
computers on a network can share enor and status
infarmation.

[refault 5ettings

To restore all Windows Firewall settings to a default
click Restore Defaults.

0

Services | [CMP

Select the services running on your network, that Intermet users can
access.

Services

O Intemet Mail Access Protacal Yersion 3 [IMAP3)
O Intemet Mail Access Protacal Yersion 4 [IMAP4)
Intemet Mail Server (SMTP)

[ Past-Office Protocal Yersion 3 (POP3)

[ Remate Desktop

Secure Web Server [HTTPS]

O Telnet Server

‘web Server [HTTP)

[ Ok ] [ Cancel

Customize the Start Menu and the £,

8 User Accounts
& windows Firewall

Change user account settings and p...
Configure the Windows Firevaall

28 wireless Network Setup Wizard Set up or add to a wireless network ...

Connecting to dspS.na.xded. xerox. org

Password:

14

| Remember my password

oK | cancel |

Solution: Set “Network Access: Sharing and Security model for local accounts” to “Classic — Local

users authenticate as themselves” by




Select “Administrative Tools” from the “Start” Menu.

Choose “Local Security Policy”

Select “Local Policies”

Select “Security Options”

Scroll down to “Network Access: Sharing and Security model for local accounts” and
double click it.

arON=

& Local Security Settings

File  Action ‘Miew Help

CHB @

@ Security Settings Palicy | Security Setting )
+- (& Account Policies @Interactive logon: Message title For users attempting to log on Mot defined
=8 Local Policies i2] Interactive logon: Number of previous logons to cache {in case domain controller is not available) 10 logons
+1-(8 Audi Policy Interactive logon: Prompt user to change password before expiration 14 days
+1- (2 User I.nghts .IQSS|gnmen Interactive logon: Require Domain Controller authentication to unlock workstation Disabled
@ securlty Qotlons teractive logon: Require smart card Mot defined
+-[_1 Public Key Policies : y ;
213 Software Restriction Palicie Interactive logon: Smart card removal behavior Mo Action
o g IP Security Policies on Loca MicrosoFt network client: Digitally sign communications {always) Disabled
@Microsoft network client: Digitally sign communications §if server agrees) Enabled
Microsoft network client: Send unencrypted password to third-party SME servers Disabled
[-‘_I,l:ﬂMicrosoFt network server: Amount of idle time required before suspending session 15 minutes
Lr?_-EMicrosoFt nietwork server: Digitally sign communications {always) Disabled
Microsoft network server: Digitally sign communications i client agrees) Disabled
Microsoft network server: Disconnect clents when logon hours expire Enabled
Network access: Allow anonymous SIDMame translation Disabled
Network access: Do not allow anonymous enumeration of SAM accounts Enabled
B8] Metwork access: Do not allow anonymous enurneration of S&M accounts and shares Disabled
i8] Metwork access: Do not allow storage of credentials or JMET Passports For netwark authentication Disabled
io | Metwork access: Let Everyone permissions apply to anonymous users Disabled
E-ENetwork access: Mamed Pipes that can be accessed anonymously COMMAP, COMMODE, SQLVQUERY, SPOO.
Network access: Remotely accessible registry paths SystemiCurrentControlSetiControl\Prod...

: Shares that can be accessed anonymously COMCFiG, DFS$

Network security: Do not store LAN Manager hash value on next password change Disabled
@Network security: Force logoff when logon hours expire Disabled
Metwork security: LAN Manager authentication level Send LM & MTLM responses
[-‘},l;ﬂNetwork security: LDAP client signing requirements Meqgotiate signing
Lr?_-ENetwork security: Minimum session security for NTLM SSP based {induding secure RPC) clients o minimumm
Metwork security: Minimum session security For NTLM 55P based {incuding secure RPC) servers o minimurm
Recovery console: Allow automatic administrative logon Disabled
Recovery console: Allow Floppy copy and access to all drives and all folders Disabled
Shutdown: Allovw system ko be shut down without having to log on Enabled
@Shutdown: Clear virtual memory pagefile Disabled
@System cryptography: Use FIPS compliant algorithms For encryption, hashing, and signing Disabled
io | Syskem objects: Default owner For objects created by members of the Administrators group Obiject creator
?@System objects: Require case insensitivity for non-windows subsystems Enabled
< | s @System ohjects: Strengthen default permissions of internal system objects {e.q. Symbalic Links) Enabled w

6. Select “Classic — Local users authenticate as themselves” from the list of options (see
figure below)



Network access: Sharing and security model for local... E|E|

'Lu:uc:aISecurity Setting L

.4 Mebwork access: Sharing and security model for lozal accounts

igﬁ:

| Guest only - local uzers authenticate as Guest |

Clazzic - local uzers authenticate az themselves
Guest only - local ugers authenticate as Guest

(118 ] [ Cancel

CDDub12862
Why does the Integrated install of Walk up print driver fail on a clean
W2K3 or XP install of SMARTsend?

On a clean install of XP or 2k3 there are no PSCRIPT print drivers installed so the install of the
Walk Up driver does not complete properly. The visible symptom is that there is no instance of
this Walk-up driver in the Printers and Faxes folder. The driver does appear in the add/remove
programs list. User should follow the “Add Printer” wizard to install any Xerox Postscript driver
before installing SMARTsend.

Scan To Home.
Am | required to install SMARTsend from the CD or ISO Image on the
SMARTsend Computer?

To insure your system is configured correctly, you should copy the SMARTsend ISO image from
the CD to your local computer or run the SMARTsend install from the CD.

Note: If you will be using the SMARTsend ISO image, you will need to mount the ISO image so
that Windows will recognize it as a drive. There are tools available online that will mount the
image. After the ISO image is mounted, the drive should act as if the source CD you obtained the
ISO image from is inserted.

If you attempt to install SMARTsend from a network share (For example: If you are running
Microsoft Virtual Server and create a share to the host computer), you will receive a popup error
with the heading 'SetDirAccess.exe - Common Runtime Language Debugging Services'. If you
click OK, the installation will complete successfully. However, the SMARTsend directory tree
may not have all of the required directory permissions. If you have already installed and received
this and other errors while running SMARTsend, please copy the ISO image locally or run the
install again, and repair the installation using the following procedure:

To repair an existing SMARTsend installation:

1. Log in to the SMARTsend computer as an administrator.

2. Open the Windows Control Panel and select Add/Remove Programs.

3. Select SMARTsend, and then select Change.

Select Repair on the Application Maintenance Page (Figure 1), and then click Next.
4. Click Next on the Ready to Repair the Application page.



5. Follow the directions provided by the installer to complete the repair.

FreeFlow SMARTsend - InstallShield Wizard El

Welcome

HModify, repair, or remove the program

‘Welcome to the FreeFlow SMARTsend Setup Maintenance program. This program lets pou madify
the current installation. Click one of the options below.

 Repar
@ Reinstall all program features installed by the previous setup.

" Remove
Remove all irstalled features.

Mext > Cancel
Figure 1

Do newer Xerox Multifunction Devices require additional
configuration steps when they are being manually configured?

For newer Xerox Multifunction Devices, SMARTsend requires that the Login Credentials Source
(labeled Login Credentials Access to the Destination on the device’s web embedded server’s
File Repository Setup page) be set to System. When manually configuring a newer Xerox
Multifunction Device, please access the device’s embedded web server and confirm that the
value is set to System. If you are not manually configuring a new Xerox Multifunction Device,
SMARTsend will take care of this setting.

Certain Xerox Devices namely WCP 232/238/245/255/265/275 family with releases x.27.24.020 &
x.50.03.000 have PDF Linearization turned on by default. PDF Linearization is new feature for
PDF scanning to enable faster viewing of PDFs in a web browser. However in such cases it is
possible that the scan gets to the SMARTsend server and never gets delivered to the destination.
When running the Job History Exporter, the error message observed in the log is "Incoming
images could not be processed". For a workaround please follow steps below. Please note that
you shall need Administration rights to make the necessary change for which you may want to
contact your SA or Xerox Corporation Support.

1. Use CentreWare Internet Services to get to the Xerox Device's properties page.
2. Select Services from the menu on the side.
3. Select Network Scanning



Internet Services

XEROX WORKCENTRE PRO

Properties

Description
» General Setup
» Connectivity
» Services
» Printing
»Fax
+ Network Scanning
General
File Repository Setup
Walidation Servers
Sean Template Management
Default Template
b Advanced
» Scante Mailbox
» Scanto Home
» Machine Software
» Internet Messaging
} Xerox Services
» Custom Services

» Security

XEROX

Default Template

Destination Services

Services: Eile
[ Fax
Name / Format
Docurnent Narne poc Eciit
Document Format: PDF

File Destinations = Add

Edit
Delete

Document Management Fields (Optional)

Field Mame, Field Label, Default ‘alue Add

Edit
Delete
(Select Edit) Edit

Image Adjustrment:

Enabled
Enabled

Confirmation Report
Job Log

Apply Factary Default Setings

4. Select Default Template.
5. Inthe Name / Format Section, select Edit to change the default options.
6. Change the scan file type from PDF to Multi-TIFF. Select Apply.




‘2 XEROX WORKCENTRE PRO - Properties - Microsoft Internet Explorer

Ele  Edit  View Favorkes  Tools  Help
2 A D) s =y . 2| Pt
ek - () \ﬂ ﬁ ) ) seah ¢ Favortes ) = i 3

Address | ] hitps: /13,121 32,121 Jproperties findex.chtml

Internet Services XEROX WORKCENTRE PRO

(R

Status ~ Jobs  Print ~ Scan | Properties
Default Template
Desgeription
} General Setup
» Connectivity
- Services Document Name. |DoC
» Printing Document Format O TIFF
» Fax
~ Network Scanning O Multi-Page TIFF
General ® PDF
tlene D Mote: Selected options will be appliad 1o all File destinations
Validation Servers
Scan Template Management
_Defal it Apply Cancel
» Advanced
» Scan to Mailbox
» Scanto Home
» Machine Software
} Internet Messaging
» Xerox Services
» Custom Services
» Security
XEROX
&) 2 SJ Lacal intranet

7. Alog in box will appear where you have to enter the Device Administrator User Name
and Password. Enter the specific information requested and select OK for the changes to
be accepted.

8. Please note the following

a. PaperWare Cover Sheets will work with the default template if your SMARTsend
software version is v1.0.317.0 or higher. Otherwise, using the default template
with a PaperWare Cover Sheet results in a failed scan job. If this affects your
workflows, please contact Xerox Support.

b. Note: The PDF Linearization feature may affect other scanning solutions but, at
this time, we are only aware of the effect it has on SMARTsend.

CDDub12840
Will all features of SMARTsend be available while using DC
420/425/430/432/440 devices?

Even though DC 420/425/430/432/440 devices support network authentication, they do not pass
any information to the filing destination about which user logged in when a scan was done. The
absence of this information prevents the use of the following SMARTsend features on these
devices: Private workflows, Scan to My _Email, or network authenticated Scan to Home.

How do | configure SMARTsend to use a Sun Java System Directory
LDAP Server for Integrated Address Book Lookup?

The following string entry should be added to the Registry before configuring the SMARTsend
LDAP settings:

[HKEY_LOCAL_MACHINE\SOFTWARE\Xerox\FreeFlowDDS\Settings\Install]
LdapObjectFilter = (objectClass=person)

11



Note: This value is not required for other types of LDAP servers and may cause them to
fail to return user records. Also, depending on server setup, a different filter string may

be required.

When configuring the SMARTsend LDAP settings:

1. At the E-mail and Address Book Setup page (Figure 1), enter a valid LDAP host name (e.g.

v-sundir)

LDAP Server Configuration

LDAP Server:
v-sundir: 389/0=Test_Domain

[ssL
LDAP Authentication {Qptional) *
Name
Password
Confirm Password

If the LDAR servar
e e

eeeeeee

doss not support anon
se enter credentials that can be used when

optionally provide the LDAP Server Configuration to support the SMARTsend™ integrated address book, Click Test to verify the configuration information. Please test the LDAP
Server Configuration from a web browser that is not on the SMARTsend™ server. Otherwise, the test results may not be accurate for all SMARTsend™ users.

Status: Suceeeded

yrnous directary access,
accessing the LDAP

LDAP Property Mappings

E-mail Address
rmail

Name

cn

City

|

|

Figure 1
2. Enter colon port number after the host name (e.g. v-sundir:389)
3. Enter a forward slash and base (e.g. v-sundir:389/0=Test_Domain)
4. Enter valid LDAP property mappings.
5. Select Apply button and then select Test to verify success.

Note: Short host names may or may not work so please use the full host name (e.g. v-
sundir.domain.com).

How do | create a scan directory that can be used by the SMARTsend
Scan to Home Utility to scan to an FTP home location?

Option 1: Create the scan directory inside the FTP root directory.
Note: The following sample procedure is based on a Windows 2000 server.
1. Open Windows Explorer on the computer or server that will be the “scan server.”

2. Create a directory inside of the last directory of the FTP root path (the ftp root path in this
example is c:\inetpub\fiproot).

3. Right-click the ftproot directory (or the last directory in the FTP root path that the scan server
was just created in) and select Sharing (Figure 1). The folder Properties dialog will appear.

12



File Edit View Favorites Tools

Help

Gebark + & - (21| @oearch [Droders (3| 0 03 X o | FE-

address [ 2 C:tinetpun

H

@G0 |

Folders x
[H] Deskrap

-2 My Documents

=y Pictures

- B Secuity

E-E) My Computer
=5 314 Floppy (A1)
3 Local Disk {€:)

- BH2] Documents and Settings
- F Inetpub

- ECD Jsantest

- B Program Files

- B smaRTsend

-~ supportfiles

- wIRKT

Name

f I

Size [ Type

e |
"D L [
L =]
Inetpub

Reproot
File Folder

Modified: 3{14/2006 11:52 AM

Attributes: (normal)

Send Te 3

inscripts

I Scan for viruses.,.

T3
Copy

Create Shortcut
Delete

File Falder
File Falder
File Falder
File Falder
File Falder
File Falder

£ wutem Reneme
! P

& =0 (oy
Control Panel

Properties

BB My Metwork Places
3 Recycle Bin
-4 Internet Explarer

Displays the properties for sharing the selected folder

Figure 1
4. Select the radio button for Share this folder then click OK (Figure 2).

ftproot Properties : 21x

General | Web Sharing  Sharing | Securiy |

network. To enable sharing for this folder, click Share this

Q You can share this folder among other users on your
folder.

" Danat share this folder
% Ghare this folder

Share name:  |fiproot
Comment |
User limit & Maximumn sllowed

Coatou[ = Usas
Toset permissions for how users acoess s Pamissians
folder over the network, dlick Permissions

To configure settings far Offline access to Caching

this shared folder, click Caching

[ o ]

Cancel | Apply

Figure 2

5. The Permissions dialog will appear (Figure 3). Make sure that the Everyone group has
been granted Full Control, Change and Read permissions. Click OK.

Note: Although the Everyone group has been granted Full Control, Change and Read

permissions to the share, NTFS permissions for users will override share permissions and
can be used to control access.

13



Permissions for ftproot 2

Share Permissians |

Add,

Remove

Permissions: Allowy Deny
Full Contral [m]
Change m]
Read O

0K | Ceneel | sl

Figure 3

6. The last directory in the FTP root path will appear in Windows Explorer with a hand under it to

signify that it is now a shared folder (Figure 4).

_ =
File Edit Wiew Favorites Tools Help ﬁ
“=Back - = - | Qi search |%Fnldars o | S o X © | EH

Address II:] CiiInetpub j ]

Folders % Name_* Size [ Type

T Deskeon "C] L ] adminserpts File: Falder

B3 My Documents [ o Feproat File: Falder
{2 My Pictures Inetpub [Jiissamples File Folder
1 security Clmairoot File Falder
[]..g‘ My Computer feproot [ seripts File Folder
24 31 Floppy (A Fill: Folder (wwwroot File Folder
= Local Disk {C:) Modified: 3/14/2006 11:52 AM
- ] Documents and Settings
- B+ Inetpub
- @0 Jeankest
- @1 Program Fies
- @ sMaRTsend
P -3 suppartfiles
B0 winwt
00 wutemp
&) oitso o
(= contral Panel
= My Metwark Places
Recydle Bin
& Internet Explorer

Attributes: (normal)

4 | |
4

[1 abject(s) selected Sy Computer

Figure 4

7. Close Windows Explorer.

8. Proceed to creating user folders with the SMARTsend Scan to Home Ulility.

Option 2: Create a Virtual Directory in the Microsoft IIS service.

Note: The following sample procedure is based on a Windows 2000 server.

1.

First, create a “parent” directory on the computer or server that will be the “scan server” and
share this directory. Then create a subdirectory inside the shared parent directory. The
Virtual Directory that will be created in the next several steps will point to this parent and
subdirectory (e.g. c:\SMARTsend\Scans).

Open the Internet Information Services Manager (Start > Settings > Control Panel >
Administrative Tools > Internet Services Manager) and expand IIS in the tree view (Figure
1).

14



¥E Internet Information Services =1olx|
J&ct\on Wiew H@-}‘mll@“gl}lll‘ ‘

Tree | Computer [Local | Connection Type | Status
i B”‘ serox-8bf170911 Yes TCR{IP

(- B3 * xerox-BbF170911
#2J Default FTP Site
#8 Default Web Site
&) Administration Web Site
iz Default SMTP Virtual Server

1] | 2l

Figure 1

3. Right-click Default FTP Site and select New > Virtual Directory. The Microsoft Virtual
Directory Creation Wizard (Figure 2) will appear.

virtual Directory Creation Wizard ‘ x|
Welcome to the Virtual
Directory Creation Wizard

This wizard will help you create a new virtual directory on
this FTF site

Click Next to continue.

< Back I Hewt s ‘I Cancel

Figure 2
4. Click Next.
5. Enter the name you would like used when gaining access to this virtual directory (Figure 3).

Yirtual Directory Creation Wizard E: ll

Virtual Directory Alias L
“You must give this wirtual directory a short name, or alias, for quick reference.

Type the alias vou want bo use ta gain access to this vitual directory. Use the same
naming conventions that you would for naming a directory.

Alias

Scan_To_Home

< Back Cancel

Figure 3
6. Click Next.
7. Enter the path of the “scan server” created in step 1 (Figure 4).

15



¥irtual Directory Creation Wizard x|
FTP Site Content Directory T
‘where is the content you want to publish on the FTP site?

Enter the path to the folder containing the cantent.

Path.

C:ASMART sendvSeans Browse.

Cancel

8. Click Next.

9. Select access permissions (Figure 5). Please note that SMARTsend will require write
permissions to the Virtual Directory.

virtual Directory Creation Wizard |
Access Permissions
Wwhat acoess permissions do you want to set for this virtual directary? ﬁu
Allow the following:
[ Bead
7 e

Click Mext to complete the wizard.

< Back I Mext > I Cancel

Figure 5
10. Click Next.
11. Click Finish to exit.
12. Close the Internet Services Manager.
13. Proceed to creating user folders with the SMARTsend Scan to Home Utility.

How do | create a scan directory that can be used by the SMARTsend
Scan to Home Utility to scan to a Network Folder home location?
Note: The following sample procedure is based on a Windows 2000 server.

1. Open Windows Explorer on the computer or server that will be the “scan server.”

2. Create a directory (e.g. c:\SMARTsend\Network_Folder_Scans).

3. Right-click the directory created in step 2 and select Sharing (Figure 1). The folder
Properties dialog will appear.
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EX SMaARTsend =] 3]

File Edit \View Favorikes Tools  Help ﬁ

Eoack - = - & | @meach [roders (3| 15 08 X o | B

Address 7] crisMaRTsend = fs
Falders x || = el —- Hame | Size | Type
) vesico g 0 v, ol | o Fodr
=44 My Dacuments e Explore
(3 My Pictures SMARTsend Open

{1 security L
=483 my Computer Network_Folder_Scans

) 3% Floppy (A1) File Folder | sharing.. |

=2 Local Disk (C:) Modified: 3/14/2006 12:06 PM W scan for viuses... |

| -1 Documents and Settings

7 Send To 3
‘ 3 metpub Attributes: (normaly
b (1 Jeantest e
1 program Files Copy

| @3 sMARTsend
0 suppartfiles
- WINNT
3 wuTemp

9 aLtso (o) Properties
Control Panel
My Hetwork Places
[ Recycle Bin

-4 Internet Explorer

Create Shortcut
Delete:
Rename

4 | 2l
A

Displays the properties for sharing the selected folder

Figure 1
4. Select the radio button for Share this folder then click Permissions (Figure 2).

Network_Folder_Scans Properties! 2l

Genelall ‘web Sharing  Sharing |Secumty|

*Y'ou can share this folder amang other users on your
network. Toenable sharing for this folder, click Share this
folder.
Do nat share this folder
1% Share this folder

Share name: INetwnrk_Fn\der_‘S:ar\s

Comment |

User limit: & Marimum allowed

 dllow _Ij Users
To set permissions for how users aceess this -
folder over the network, click Pemissions.

Ta configure settings for Offine access to G
this shared folder, click Caching £

0K I Cancel | Apply

Figure 2

5. The Permissions dialog will appear (Figure 3). Make sure that the Everyone group has
been granted Full Control, Change and Read permissions. Click OK.

Note: Although the Everyone group has been granted Full Control, Change and Read
permissions to the share, NTFS permissions for users will override share permissions and
can be used to control access.
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Permissions for Network_Folder_Scans 2lx|
Share Permissions
Add
Remave
Permissions: Allow Deny
Full Contral [m]
Change [m}
Read m]
0k | Cancel | gl
Figure 3

6. The “scan server” will appear in Windows Explorer with a hand under it to signify that it is now

a shared folder (Figure 4).

X sMaRTsend

=10jx|

File Edit View Favorites Tools Help ‘ﬁ

4=Back -

& - ]| @search |IyFoers 3| 1Y 05 X o | EE-

address [ cr\sMARTsend

=] @en

Falders x

m Desktop

é @ My Documents

@ My Pictures

{1 security

=42 My Computer

(25 3% Floppy (A1)

Local Disk {C:)

Documents and Settings

Tnetpub

-1 Jeantest

Program Files

SMARTsend

suppartfiles

WINMT

W Temp

ALTS0(D:)

Cantrol Panel

[+ My Metwork Places
Recyele Bin

& Internet Explorer

| size: | Type
File Folder

SMARTsend

Network_Folder_Scans
File Folder

Modified: 3/14/2006 12:06 PM

Attributes: (normal)

[1 object{s) selected

[\& My computer

4] | |
A

7. Close Windows Explorer.

Figure 4

8. Proceed to creating user folders with the SMARTsend Scan to Home Utility.

How do | create and configure a Domino Document Library for use

with SMARTsend?

Verify Domino is ready to accept uploads from SMARTsend

1. Ensure the DIIOP and HTTP tasks are running on the Domino Server (Figure 1). To run the
DIIOP task, simply type “load DIIOP” at the domino prompt. To make sure this task runs at a
server reboot, add DIIOP to the notes.ini file in the line titled “ServerTasks=".

Note: For Domino 6.0 and later, HTTP is optional for DIIOP. However, SMARTsend still
needs the HTTP task running in order to file documents.
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Figure 1

2. Set Javal/JavaScript/COM Security
a. In order to communicate with the Domino server, the appropriate security setting
must be made for “Restricted Java/JavaScript/ COM” code.
b. From the Domino Administrator, click Configuration, and open the Server document.

c. Click the Security tab.

d. In the Programmability Restrictions section, select the Run restricted
Java/JavaScript/COM field and enter names or groups of people who will use
SMARTsend to communicate with the Domino server.

e. Use a “ to allow access to all users.

3. Enable the Domino Server for File Uploads
a. SMARTsend application uses HTTP POST to upload files to the Domino server. To
enable Domino server to accept HTTP file uploads, open the notes.ini file in Notepad.
Ensure that the line titled DominoDisableFileUploadChecks is set to “1”. If this line
does not exist add the following as a new line at the end of the file:
DominoDisableFileUploadChecks =1

Create and configure a Domino Library

1. Open Domino Administrator and select File > Database > New (Figure 1). The New
Database dialog will be displayed (Figure 2).
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Select the Server/Domain of the location where you would like to create the database and

enter a Title of your preference. The File name will be updated for you. However, you may

choose a different file name.

Note: Please record the file name. You will need to know what it is when creating a

SMARTsend workflow.

3. Select the “Doc Library — Notes & Web” Template and click OK to create the Document

Library Figure 2).

New Database BB

Server  [V-DOMINODOCHerox

Tile  [SampleDoclib
Eile name | SampleDo.nst
Encryption...

™ Create full text index for searching

Kl

s Ok

]|

Server !Lcu:al

& Blank-

B Database Library
EF} Discussion - Notes & Web ()
=2 Do Library - N b [RE]
EB Evtended Mail (RE)
B Lotus SmartSuite Library (5]

Termplate:

File name  [doclbw ntf

™ Show advanced templates
¥ Irherit future desian changes

Figure 2

4. Set the Access Control List (ACL) for the new database
a. From the Tools pane, select File > Database > Access Control (Figure 1). In the
Access Control dialog box (Figure3), select the user you want to have access to this
database. Select the User type as Person and Access as Editor. Select the Delete
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documents and Create shared folders/views options. Click OK to grant access to
the selected user.

Note: ACL decisions are made by the Administrator. Access can be granted based on
individual users or groups. This is not SMARTsend specific, but users that will be filing to this
library will need the appropriate access.

Access Control List to: SampleDoclib 7l <]
—_—
| Basics EEE ahi :
—% i Feople, Servers, Groups [N, ~ | Usor e [Orcecied o]
_—Eﬁ 7 .[u,;_pau\t. Access | Author s
og
e s
Advanced
S | H LocalDomainServers ¥ Delele dacumerts
[ OtheDomainServers ¥ Create private agents
e V-DOMINODOC Aeron ¥ Create personal folders/views
[T Create shared folders/views:
™ Create LatusSeriptd ava agents
| Bead public documernts
™ ‘Wiite public documents
¥ Replicate or copy documents
Rales
[ Add | [ Rename | [ Femowe
Elfective Access
Full name:
An Access Control List [ACL] defines who can view and edit pour database.
Select a name in the list to see or set the access assighed ta the name.

Last change: Administrator on 01/17/2008 10:14:53 AM
bl
Figure 3

5. Reboot Domino Server to enable configuration changes.

Creating a Domino Workflow in SMARTsend

1. Launch Internet Explorer (or other supported browser) and access the SMARTsend site
(http://hostname/smartsend ).

2. From the SMARTsend User Home Page (Figure 1), select Add New Distribution Workflow.

FreeFlow™ Site Administration | About | Help [ad

SMARTsend" o) geminiadmin

Home

’% SMaARTsend™ - Home Page

‘\ Getting Started “‘J‘q Workflows
=

o Use the links below to manage workflows that will sllow you to quickly integrate
@ SHARTSERES IS piit y ot hardcopy and electronic data to create or find documents that can be digitally
transformed, saved, searched and shared,

© vour e-mail address is:

[smartsend_user@mycompany corm | {g Add New L
(2] @ » Distribution Workflow..
Create a Scan To My E-mail PaperiWare Cover Sheet P TrueMatch Search Workflow ..

Rauts scanned documents ta your s-mail Using a PaperWars cover
sheet. Create and print a PaperWware cover sheet by selecting this link.
Flace the cover sheet in front of your document. Selsct the 'Paperirars’
termplate on the device and scan your document. The scanned
document is sent to your e-mail,

g Manage My Workflows...

or Q view All Workflows...

Greale 2 Workflow -

Create your own instructions for converting & scanned documnent to (A My Credentials

digital format and routing it to one or more destinations by selecting the ’

‘add a Mew Workflow..." link in the Warkflows section of this pags.
or Add or update credentials for your scanning services.

Publish Workflows

Publish or modify existing workflows by selecting the 'View all & .

warkflows...' link in the Warkflaws section of this page, Warkflows must Add a New Credential...

be published to make them awailable for scanning users.

[£3

Figure 1

3. From the Document Destination page, select the link Add Locations under the section called
Domino (Figure 2).


http://hostname/smartsend

Site Administration | About | Help

FreeFlow™
SMARTsend

ﬁ Document Destinations
Chaoose one or mare destinations for vour scanned document files,
P Document Destinations
g s 3
my locations remove all locations y
O @ DocuShare - location 1 e
O @ DocuShare - location 2 e
add locations...
aDomino
my locations remove all locations ||
[ £ dom - new remaove
add locations..,
Domino.Doc
my locations remove all locations
[] @ Demina doc - new location remove
add locations...
XEROX. @ Microsoft Exchange 2000 Web Folder ~
=

Figure 2

4. At the Domino Properties dialog, configure the Domino destination (Figure 3).
a. Enter a document Destination Name. This is just the name of the destination. It can
be any text value.
b. Enter (or cut and paste) the URL of your Document Library into the Domino
Database URL field. This is in the format http://dominohost/libraryfilename.nsf.
c. Form name is optional.
d. Select OK.

3 bomino Properties - Microsoft Internet Explorer provided by Xerox Office Group

fn‘ Domino Properties

Destination Name
|Sample Library

Select Starting Point
ISamp\e Library -I

Domino Database URL
|http:/#v-dominodoc. arg/sampleda.nst

Form Name

Cancel LI
@Done ,_’_,_,_’_W
Figure 3

5. The Account Settings pop-up will appear (Figure 4). Enter the User Name and Password of
a user that has been granted access to the Domino Document Library.

Note: Pop-up blockers must be turned off to allow the Account Settings dialog to appear.
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& T e o FreeFlow™ - SMARTsend™ - My Credentials - Microsoft Intermet E:
Add/Edit...

Account Type:

Doming =l

Name:
|sample Library |

Domine Database URL
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User Name
|System_User |

Password
[sssssnas |

Confirm Password
[eesonend] |

& Secure Page Cancel
- |

[&] pane FETTTS Miedinmne: 4
Figure 4

6. Select OK and you will be returned to the Domino Properties dialog. Press OK for the
Domino destination to be added to the SMARTsend workflow.

7. Select Next if this is the last destination you will be using.

8. At the Document Name and Type page (Figure 5), enter the document identification and type
information as required and click Next.

FreeFlow™ Site Administration | About | Help

SMARTsend" £)

miniadmin

‘@ Document Name and Type
Define naming options and output formats for scanned documents,
Document Destinations
P Document Name and Type ]
Document Name —
Name
@ ‘ | g Help me choose..
O Auto Generate 5 Nams (8 charactsrs)
@ wamne Provided at Scan Source
Name Suffix
Date and Time v
Document Type
@ Use the same Document or Print Type for all destinations
Document Type | ppF, Image Only (*.pdf) v| [ properties... |
Format: PDF, Image Only - Preserve Image from Scan Source
Print Type
Format: Not Applicable 0
O Use a different Documnent ar Print Type for each destination
‘ Destination | Document Type and Format ‘ v
<< Previous | [ Newt=> | [ Cancel |

Figure 5

9. At the Document Attributes page (Figure 6), enter document attributes as required and click
Next.

23



site Administration | About | Help
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FreeFlow™
MARTsend

rniniadrin

%@ Document Attributes
Optionally, define attributes to make identification and management of scanned dacuments easier,

Document Destinations

D tN dT . .
e e i R Document Attribute Fields

P Document Attributes
Use the Follow Profile:
Mo nen

Add Field..,

=< Previous | [ Next > |[ Cancel

Copyright @ 2001-2006 Xerox Corporation. All rights res

Figure 6

10. At the Workflow Settings page (Figure 7) Job Confirmation method and Workflow Access and
click Next.

FreeFlow™ Site Administr:ion | About | Help

SMARTsend™

miniadmin

Workflow Settings

Choose the confirmation and access level for this workflow,

Document Destinations

Document Name and Type  ([STRRESNPEENE.

Document Attributes How will the workflow user receive job confirmation?

Workflow owner's e-mail v g Help me choose...

P workflow Se

Workflow Access

what type of access would you like to assign ta this workflow?

(@ (e 1@ v e oo

All users can access and use this workflow,

<< Previous | [ Next >> | [ Cancel

Figure 7
11. At the Save Workflow page (Figure 8), enter Workflow Name and Description.
Note: The name that is entered is the name of the overall workflow. This is different from the
Destination Name since one workflow can have many destinations.

12. Select Publication Options. In this example, we will be publishing a PaperWare cover sheet.
The steps for publishing to a Xerox Multifunction device are similar.
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FreeFlow™ Site Administration | About | Help

SMARTsend™ D

eminiadrmin

*@ Save Workflow
Describe, review and save your workflow, Use Publication Options to publish this workflow immediately.
Document Destinations
Document Name and Type ~
Workflow Name:
Document Attributes
|warkflows
Workflow Settings Description:
P Save Workflow [
Publication Options
& Publish workflow later
O Publish Paperiare cover sheet from warkflow
O Publish workflow ta Kerox Multifunction Device
Workflow Settings
Workflow Name: workflows
Description:
Job Confirmation: E-rnail to warkflow awner.
Workflow Access: Public
Change Settings
XEROX, n Al M
[_== Previnus | [ Finish | [ Cancel

Figure 8

13. At the Publish PaperWare Cover Sheet for Workflow page (Figure 9), click Create Cover
sheet (or select a Xerox multifunction and click OK if you are using the publish to a Xerox
Multifunction Device option).

FreeFlow™ Site ndn1inistrr.::inn | About | Help
MARTsend" * bsea\gsminiadmin

# Publish Pap Sheet for Workflow: workflow3

Publishing this workflow will create a Paperiare cover sheet which can be used at ®erox Multifunction Device(s) and Internet Fax devices.

L
g > J] workflow3
i =

Publication Settings

~

Publication Name (Caover Sheet Title)
workflow3

Cover Sheet Description

Expires after not used for:
@ i e chocea..

Destinations
Select the destinations you want checked an your Paperiiare cover sheet. Note: All destinations will appear on the cover sheet,

[ pemine: http:/fv-dominadac.na.xde3.xsrox.org/sstest.nsf
2

[___create cover Sheet | [ Cancel

Figure 9

14. A PaperWare cover sheet (Figure 10) will be created and sent to your client. Some security
settings may prevent this download; make sure the SMARTsend computer is in your list of
“trusted” sites.

15. Print the PaperWare cover sheet.
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Figure 10

16. On the PaperWare cover sheet printed in the previous step, select the Domino location by
putting an x in the checkbox.

17. Scan the cover sheet and scan job using the PaperWare template on the multifunction device
(Or select the template on the multifunction device if you published to the device directly).

18. Verify the scan job processed by either opening the Library from Lotus notes or via a web
browser at the URL you used for the workflow (Figure 11 and 12).
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More information about DIIOP

An HTTP server is necessary for the Lotus Domino remote libraries to make a CORBA
connection to the Domino DIIOP server. On a Lotus Domino 5 server you must use anonymous
access to the Domino HTTP server but the Domino 6 DIIOP server has a simple built-in HTTP
server which can be used for this purpose.

The information returned from this initial HTTP GET request is called the IOR, it contains,
amongst other things, the real DIIOP server host-name/IP-number and the IP-port the
SMARTSsend application should connect to.

It is very important that the IOR information is correct; otherwise the SMARTsend application will
try to connect to the wrong machine and/or port.

The DIIOP server generates this information in “.../Lotus/Domino/Data/domino/html/diiop_ior.txt”
the first time it starts, i.e. in the root of the Domino Web server root.

The only way to regenerate this file is to change the DIIOP host or port in Domino Administrator,
restart the Domino DIIOP task (“restart task diiop”), change the host or port back to normal in
Domino Administrator and restart the Domino DIIOP task again.

To load the DIIOP server automatically when the Domino server starts, open the notes.ini file on
the Domino server in Notepad and add “DIIOP” to the list of tasks to run on the server.

To check if the IOR has been generated and is accessible you can point a web browser to
“http://host:port/diiop_ior.txt” where host is the host-name/IP-number of the HTTP server and port
is 63148 if you want to use the HTTP server built in to the DIIOP server (and you are using the
default DIIOP port) or 80 if you want to use the Domino built-in HTTP server (and you are using
the default HTTP port).

If this test works, you will get back a very long hexadecimal string (>350 characters) and the host
and port can be used by the SMARTsend application to get the IOR, if it does not work
SMARTSsend application will not be able to connect.

Internet Links to Domino Information

Running Server Tasks http://www-

12.lotus.com/Idd/doc/domino_notes/6.5/help65 admin.nsf/b3266a3c17f9bb7085256b870069c0a
9/7d5c04dbf086b6c785256d9b004b337c?OpenDocument

Setting up DIIOP http://www-
12.lotus.com/ldd/doc/domino _notes/6.5/help65 admin.nsf/89d3962efd85426f85256b870069c0aa
/be442e1584f16beb85256d9b004b03af?OpenDocument

Some information about the DominoDisableFileUploadChecks line in Notes.ini
http://www-1.ibm.com/support/docview.wss?uid=sim28bc635261a61084785256¢cc30001cdaf
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How do | populate Domino metadata using a SMARTsend workflow?

Note: SMARTsend is not able to query the Domino Server for metadata (document attribute)
fields. Therefore, there are some administrative steps that must be performed before a
SMARTsend workflow can be used to populate Domino metadata fields.

Administration Steps

1.

2.

Decide which Domino metadata fields you would like to populate using a SMARTsend
workflow. To know which ones are available, see the design tab of a document in your
Domino Document Library. The most common fields to populate are Categories, Body, and
Subject. Therefore, these are the fields that will be covered in this document.
Enter the Domino specific XML into the service settings for Domino
a. Launch Internet Explorer (or other supported browser) and access the SMARTsend
site (http://hostname/smartsend ).
b. Onthe SMARTsend Administration Home Page, select Configure Service Settings.
c. On the Configure Service Settings page, click Edit for the Domino service
d. Scroll to bottom of page and insert the following XML:

<?xml version="1.0" encoding="IS0-8859-1" 2>

<metadataConfig
xmlns="http://www.xerox.com/dsp/2002/services/repositories/domino">
<metadata label="Subject" name="Subject" required="false"/>

<metadata label="Body" name="Body" required="false"/>

<metadata label="WebCategories" name="WebCategories" required="false"/>
</metadataConfig>

Note: This XML can be edited to your own requirements by changing the “metadata”
elements of the xml. The metadata elements consist of the following:

label — This is the text that the user will see when mapping document attributes.
name — This is the name of the field as defined in Domino.

required — This can be set to true or false and specifies whether or not the user has to
enter data for this field in order for the workflow to be successful.

e. Click Apply.

User Steps - Create a SMARTsend Workflow to populate the metadata fields

1.

2.
3.
4

oo

Go to the SMARTsend User Home page and click Add New Distribution Workflow.
At the Document Destinations page, add a Domino destination.

Click Next.

At the Document Name and Type page, enter the document identification and type
information as required and click Next.

At the Document Attribute screen, click Add Field.

At the Attribute Properties dialog, enter a Field Name for the attribute.

Note: It may be easiest to name these fields the same as they are named in Domino. Users can
see the fields that have been defined for them by scrolling down to the attribute mapping section
of the Attribute Properties dialog screen (Figure 1).
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42 Attribute Properties - Microsoft Internet Explorer

f Attribute Properties

13

Field Securit:

Show User Input ¥| @ Help me choose...
Field Type

@ riein me choose..

Attribute Mapping

[#]Enabled

Select data fields from each of the service destinations below that you would like to be

mapped to this fisld, When you scan, values will be added to these data fislds/properties
in your service destinations.

» A pomino

I want values entered into this field to populate the following data
field{s) for a document distributed to Domino.

Subject

Body
WebCategories
Form Mame

Advanced Attribute Settings {optional)

Field ID

~

G Local inkranet

@ Dane

Figure 1
7. Select Default Values as expected.

8. Select Field Properties as required.

In the Attribute Mapping section of the dialog, select the data field in Domino that you want
populated with this information.
10. Click OK.

11. Repeat steps 5-9 for each field required in Domino.

12. If desired, click Save as new Profile (Figure 2) to enable the use of these fields in future
workflows.

FreeFlow™ Site Administration | About | Help
SMARTsend ni

‘@ Document Attributes

Optionally, define attributes to make identification and management of scanned documents easier.
Document Destinations
f Document Name and Type

Document Attribute Fields
P Document Attributes

Use the Following Profile:
Mo Docurment Profile

A

Fields:
Field Name Suggested Yalues ¥alue Required
Subject SMARTsend Metadata Yes
Body <nanex Yes
web Categories <none= Yes
Form Name <none> s

| add Field... || Save as New Profile... |

<< Previous | [ Nest == | [ Cancel |

Figure 2

13. Continue workflow creation and publication as required.

14. Use publication page or the user interface of the Xerox Multifunction Device to enter the
metadata values.

Note: If the Domino Document Library requires you to populate the “Categories” field on the

default form for a document library, you need to use the Field name of “WebCategories” as seen
in the sample XML above. The use of just “Categories” is not supported.
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| am able to add a destination to a SMARTsend workflow. However,
the workflow publication fails to execute. Why?

When adding a destination to a SMARTsend workflow, the user credentials that are entered for

the destination (e.g. DocuShare, SharePoint Portal Server 2003) must have write permission on
the destination server. If the credentials have only read permission, the user will be able to add
the destination to a SMARTsend workflow. However, the workflow publication will fail to execute
because the user does not have permissions to upload a document to the destination server.

| am unable to import a large number of users into the SMARTsend
Scan to Home user database? Why?

Depending on the amount of memory available to the SMARTsend application, importing more
than 25,000 users at a time into the SMARTsend Scan to Home user database may cause
application problems.

To remedy this problem, perform the following procedure:

1. Use the SMARTsend Scan to Home Utility to create CSV files that have a maximum of
25,000 users.

2. Use the SMARTsend Scan to Home application features to import each of the CSV files
individually into the SMARTsend user database.

Note: Please ensure that the Append the users above to the users in the database option
is selected when importing multiple CSV files. Please consult Chapter 6 of the Installation
and Administration Guide for additional information on creating CSV files and importing Scan
to Home users.

| am unable to scan to a URL destination that is an IIS folder. Why?

In order to scan to a URL destination that is an 1IS folder, SMARTsend requires that the IS folder
be configured to allow write access. When you create a new folder in IS, the default settings are
to allow anonymous access, but with read only (no write) permissions. Please reconfigure the 11S
folder to allow write access and resubmit your job.

What versions of Netscape Navigator are supported by SMARTsend?

Netscape Navigator version 7.2 or higher is supported for viewing and configuring the
SMARTsend 2.1 site, managing devices and managing workflows.

When | attempt to uninstall SMARTsend, | receive an IIS error and the
un-installation is not successful. Why?

In order to successfully uninstall SMARTsend from your computer, you must have IIS installed. If
[IS was uninstalled first, please reinstall IS and then attempt to uninstall SMARTsend again.

If you attempt to uninstall SMARTsend after IIS has been uninstalled, you will receive the error
message shown in Figure 1.
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complete. Please configure the Microsoft 115 Service and restart the SMARTsend
installer. Cn a Windows 2000 Server or a Windows ¥P Workstation, please uninstall the
Microsoft \MET Framewark if present before installing 115,

Figure 1

Q The Microsoft I1S Service must be installed on the local computer before installation can

Why can | only file to one Hummingbird server at a time?
Once the Hummingbird DM version 5.1.0.5 client is installed on the SMARTsend computer, the
client requires that the desired Hummingbird DM server be specified using the DM Connection

Wizard. Due to this requirement, SMARTsend will be able to use only one Hummingbird server at
atime.

Why am | having difficulty creating credentials for TRIM Context6
Servers?

While creating credentials for the TRIM Adaptor, the user must use the new user nomenclature,
not the legacy NT nomenclature. The format to be used should be username@domain and not
the Win NT style domain\username
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